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First, the 
disclaimer: 
“If you think 

you 
understand 

quantum 
mechanics, 
you don’t 

understand 
quantum 

mechanics.”
Prof. Richard 

Feynman 
(Nobel 

physicist)
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DNS Quantum Computing

CRQC
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CC: Samuel Jaques, UNIVERSITY OF WATERLOO, https://sam-jaques.appspot.com/quantum_landscape_2023
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DNS Quantum Computing

Crypto
Agility
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DNS Quantum Computing

DNSSEC
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Signature Sizes
Public key Private key Signature

Crystals Dilithium 2 1312 2528 2420

Crystals Dilithium 3 1,952 4000 3293

Crystals Dilithium 5 2,592 4864 4595

Falcon 512 897 1281 690

Falcon 1024 1,793 2305 1330

Sphincs SHA256-128f 32 64 17088

Sphincs SHA256-192f 48 96 35664

Sphincs SHA256-256f 64 128 49856

ECDSA-P256 64

RSA-SHA256 2048 256
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Packet Sizes
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Run Time
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Run Time
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DNS Quantum Computing

The DNSSEC Community 
Does Not Need to 

Consider Post-Quantum 
Cryptography at This Time
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DNS Quantum Computing

DNS Protocols That Also 
Use TLS or QUIC Should 
Update to Post-Quantum 

Cryptography in 
Alignment with Web 

Protocols
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Further Reading• ICANN 
OCTO-031v2  
Quantum 
Computing and 
the DNS
https://www.ican
n.org/en/system
/files/files/octo-0
31-22apr24-en.
pdf

• ICANN SSAC 
workshop
https://www.ican
n.org/en/blogs/d
etails/security-a
nd-stability-advi
sory-committee-
a-year-of-progre
ss-and-opennes
s-09-10-2024-e
n

• Post-Quantum 
DNSSEC with 
FALCON-512 
and PowerDNS 
https://indico.dn
s-oarc.net/event
/42/contribution
s/902/attachme
nts/871/1601/Po
st-Quantum%20
DNSSEC%20wi
th%20FALCON-
512%20and%2
0PowerDNS%2
82%29.pdf

• Field 
Experiments on 
Post-Quantum 
DNSSEC 
https://www.ietf.
org/proceedings
/120/slides/slide
s-120-iepg-sess
a-field-experime
nts-on-post-qua
ntum-dnssec-00
.pdf
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Engage with ICANN – Thank You and Questions


